
Start First Transaction Cost Routine 




200 



202 



Generate an e-mail message to be sent to one or more recipients 



I 



204 



206 



Receiving the message and an intended set of recipient addresses 



I 



Attempting to locate and contact a receiving MTA which can deliver the 

message to one or more of the recipients 



I 



208 



Initializing a data structure containing a contact IP address field; a first contact 

time field; and a randomized delay period field 



210 



Populating the fields upon a first contact within a predetermined time period by 

a relaying MTA 



212 



Transmitting a TCP layer "FIN" command back to the relaying MTA 



I 



214 



Acknowledging the FIN command at the relaying MTA 



Either re-queuing all messages to be sent to recipients for later delivery or 
deleting the e-mail messages to be sent, in response to receipt of the "FIN" 

command 



216 



218 



Refusing subsequent connection attempts by the relaying MTA, if the 
randomized delay period after the first contact time has not yet expired 



220 



Accepting a connection and e-mail messages from the relaying MTA for the 
remainder of the predetermined time period, once the randomized delay period 

has expired 



222 



Deleting the relaying MTA's information in the fields after the randomized 

delay period has expired 
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Start Second Transaction Cost Routine 




300 



Checking locally for an e-mail address specified by the relaying MTA upon 
receiving a request to send an e-mail message to either an unknown or invalid 

address 

I 

Checking with any other local servers residing behind the firewall server for the 

unknown or invalid address 



302 



304 



Silently hanging-up network connection with relaying MTA if the specified e- 
mail address is neither found locally on the receiving MTA 1 16 or on the local 

servers behind a firewall 



306 



308 



Automatically generating a TCP timeout within relaying MTA upon detection 

that the network connection is no longer active 

i 

Automatically preventing relaying MTA from attempting to reconnect with the 

receiving MTA until TCP timeout period has expired 



310 
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Start Third Transaction Cost Routine 




400 



Generating faux e-mail addresses 



I 



Making the faux addresses publicly available 



Including the faux addresses within a spam e-mail recipient list 



Receiving an e-mail message addressed to the faux e-mail address 



Providing a faux validation for the faux address 



5 



Downloading files pointed to by tag references in the e-mail message 



3E 



Deleting the e-mail and the downloaded files 



I 



Immediately treating the faux address as invalid and silently hanging-up the 

network connection 



r~ 



i 



Treating the faux address as valid for a predetermined period of time, after 

which treating the faux address as invalid 



402 



404 



406 



408 



410 



412 



414 



416 



418 



Treating the faux address as valid for until a predetermined number of e-mail 
messages are sent to that faux address, after which treating that faux address as 

invalid 



420 



Waiting until a number of e-mail messages sent to that faux address drops below 
a predetermined level, after which treating the faux address as valid again 



422 



Generating new sets of faux e-mail addresses from time to time, which can then 

be invalidated 



End 



424 
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